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ssuumiatismanfiameimeludwinnuvasdinnussodyfavnsalil 1 - 10 nasffunisaay
VieyBavnsed uardwinnussintndavnsainsavamuas Tuenasuuy 9 Widutlegiu mussiuiiums
gddlsingae

9. dwdy q Mdududassznavlunsdaauan

wnf 10 GRuduliufuRnga lassmsuineasdududoya wazssdmsussuy VPN
‘H‘?E]m“"L'I_.I‘-ffﬂLﬁuﬁﬂl‘]ﬁﬁ‘i"lil'iﬂ‘wﬁﬂuﬁ“lmﬂif Uszdrlauuszana wa, 2565 dislsdiiunsdimauny
vandl 10°me'mﬁ«,mu'imw 10 &anau 2565 mudiaimunypuiinuaIny (TOR) warasysieay
Usedudiou dail

L menuaplaniugsssuudumeiiinveansmsisdyBavnseldaunans dndhay
arevydavnisid 1 - 10 dniniunsetnBavniaingammunas nesditunsasulgavnsed uaz
dunrursisdfavnseiyndain

2. ywrailinnnisldaudumeiiids Bandwidth) vasnsunsatiyTavnsaldunan
dninamsoUnfavesaii 1 - 10 dlnunsistyFavnsaingammmuns naadiunisaaulsyd
avnsel wazdninaumsantyfavnsalnndimin

3. ywruaumsiusdstigm u,axmmf’i'l.ﬂﬁf]mniunﬁl%am'iu‘l}ﬂﬂmﬁﬁma‘sﬁuﬁuﬁ'méa
wazaesdmivisuu VPN - wiaussuudnifiudayavsnmisrenfiuned sssnsunnadydanninl
daunans ddnaussratn@aunseli 1- 10 dninunsndgdansainjamnanuas neaffunsasy
UsyBiavnsel uazdwinaumsiedyBavnsalnndmin

4. ywmansveladlduarsiaring (User Name/Password) TunmslismussuuSuwe s
vasdinnunslydannsalil 1 - 10 dwheunsstodamnsaingummiuns nesfumsasy
Undavnsnl uasdninassadydavnsaiyndain

5. MwruagUnauanensingedeastouatssiavivsinaea (Protocol) 2949 UNT6
ATRULIAIU (Terms of Reference : TOR) Tasansidmavsiududoya uasisasdmiuseuy VPN
nisussuviniAviayassiesnimenfiomed Ussdrlaudssana e, 2565 Tuenatsuuy 5
19 4 - 5 lnsuanavuniauled uesesa (P Address) dumis, uaUwdiAdy (Application) @
winawaulel waaasa (P Address) Uaneyng iudiu

6. dwouloyarsvsmimouiiume ﬂﬁxﬁnﬁau'lugmmuum CD/OVD

7. swsnmamss v visuvdngu sssuannu £a 5. mﬂmu*mﬁauhm*uua“
Hortmundmmsiuasaendomilamsauma by 4o 52 uas U9 53 snpusvsinfiunsijh ﬁa'i,wnim
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8. senuagUnamsAniumIngasaay Uiudg wily waglidSnw weadmeldomn
' o v ar a o 0o 8w
sruuniatisasufiawaineludwinnuvasdiinnussiodyTavnseld 1 - 10 nesidunisany
Unyemnse] unzd wWinowssmdaGeavnseingawmanmues lusnamsuny 9 Wduilagiy suusdbiums
fldddlinsum
y oo da H5ow |
9. dmdu q nindussasenavlunsdasusiu

nait 11 Gl iR lasamseesdvAudoya waziesdmivssuu ven
wisuszuuiafvlaymmummenaniinmes Usedawussnm we. 2565 disldiiiunsdameva
it 11 WudaaSomeluiuit 10 fusno 2565 wazagusiesnsediiou de

L swauaaniueaisssudueiidavensun ety favnsaidiunais ddnay
sroviyTavnaalii 1 - 10 dninnunsreUnydavnsaingavivaiuas neaffunsasultnfannsnd uay
dninnunsedndannsalyndate

2. wmagnunialdoudumesidn (Bandwidth) veansurmadyTavnseldunans
drinnunmsligiannselil 1 - 10 dwinvwsnsdyfanseingumnnuas nesffunsasudaf
anind wasdinnunswgydavnsalyndwia

3 veuapnsEulom wesnsudlulgnlinsideodulasmasmisdudutoya
waEesdEmMIvIEUL VPN wisussuudnfiutayassnininenfinned ssnsunnelydannsal
dwnant dinanursntnyTavasalil 1 - 10 dnineumseuyavnselngavmaiuas nesfiunisaay
UyBavinsel uasdinnunsindsGavnsalnndain

6. wnuagUnsvededlfuayaiaing (User Name/Password) lumstirussuuBuwedn
gosd iU Tavnseld 1 - 10 dninnunsnlydavnseinjammaviuas nesfifumsaauy
Uy davnsal wardninnussisdyTavnsaiyndania

5. swivaUnuaninsiasedeastoyauseunmluslaaea (Protocol) 1D49UNTN
AIMLBULIRAU (Terms of Reference : TOR) lnsanmsidnisnsdududaya uaznasdmiussuy VRN
wisuszuudaiuioyavsvmmsrsufinnes Usedrlavuseana wa. 2565 luanaisuuy 5
1o 4 - 5 losuansnoiatlofl uemasa (IP Address) fuma, woundiaty (Application) uay
wineiauledt uaamsd (IP Address) Uanema dusy

6. dwnudayasnsninauiinge’s Ysssuiieu luguuuuwsiu Co/ovo

7. TuTnsamI v wiewmding u sumauany Ta 5. meliuineaduayuuas
Fortvuedwemaiunaontumalulatasauma T 40 5.2 wax $0 53 mmmummumﬁﬂmaﬂmmm

8. dwsvuzlidusisauuauiaszuueiatis (Network Diagram) nsumsaatnavnsal
drwnata dfneunsatndannsaidl 1 - 10 drdnaunsinlyfavnsainjavvamiuas neafiung
asugavnsel wazdninnunsrdyBannsaiyndimin Aldsuiunssmandlalfdutiog iy

9. TwnuagurantsAniunInTveey Uiudss wdle uasl¥ilSnw wusinmsldou

t'u'uu‘ﬁn*n"luﬂa;Jﬁ':ma%mulua“wﬁ‘mwﬂmﬁwﬁmmWﬂﬂﬁsﬁavﬂﬂiﬁ 1 - 10 naamiAunIsaoU
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2. Twruagllimaunslinudueidn Bandwidth) sssnsumsatfavnsaldiunans
dndnrumsedndannsaldi 1 - 10 dninrunyndsdavnsaingammianuas nesfiunisasudydavnsed
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6. dwavisyassivminauiiumesd Yseduiau luguuuuusiu Co/ovo

7. usan vy wisumdngw smuveuwsny do 5. nsbiuinsd@vayuuay
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3 =i o & T o
1. gunsni Router $1u7u 6 1584 AndsiiniansradyTavngol uazdluing Tauilanauda
atnatioudsil

1.1
1.2
13

1.4

1.5

1.6
1.7
1.8

B
1.10
1.11

1.12
1.13
1.14

guniaiilunuu Modular Tnefladondwivld Interface Litiosnda 4 adan
5945UNTITONABATU Interface WuU Fast Ethernet, G.SHDSL uaz ADSL Wuathstiay
fiwadn Ethernet wuu 10/100 Mbps, S1uauliviennd 6 wadn visilwadn Ethernet
WU 10/100/1000 Mbps. 91uavlitoendn 3 wain
fgaudt (Memory) hiviaondt 256 MB wavssaiunisvenegegeiasnii
768 MB laluauian
fimiaeAuTIuuY Flash Memory wia Compact Flash Bitiesndn 64 MB waysaasu
nsusgealivaendt 256 MB laluauian
iwain USB Livlaendn 2 wedn 59450 Storage 3o USB Device
au150l99u Routing Protocol wiln RIP, OSPF was BGP 14
awnaltiau HSRP (Hot Standby Router Protocol) w38 Virtual Router
Redundancy Protocol (VRRP) Tat
a1113019UN UM I4 IEEE 802.1q Ta

iimadn Serial Console §9uU 1 wodn

F943UNUIMITIRMsgUnanisTu Console (Command Line Interface)

vie Web-base GUI 19

s8aTUNIsUIMIsiamsgUnankitu SNMP 1o

anInsaasumsiiuLy Pvs 14 )

guniniiasdinsianielug Rack umsgvuin 19 s

2, qUnsnl VPN Router S7uausaiy 89 1a30e Tnsfadaiinsunsaatyfawnsal $1uau 1 iaes
duinnunspatiydavnselil 1 - 10 Swou 10 wdes dninnunmadydawnsninsammamiuas
u 1 1eiag nasiriunsseudiydaungal S1au 1 1wdes uasdninnunsaedydawnsalyndamd
DU 76 1A504 HRuautfiotiosdil

21

s
23
24
25
26
LT

28

29
2.10

P
2.12

533U 5ideusietiy Interface WuU Gigabit Ethernet ¥38 USB Ethernet Port
A71U57 10/100/1000 Mbps. Tnadl Interface Wuwuu RI-56 $wruliivosnia 5 Port
TRITUNDINTDUFLAIBTIBLLUY 1 Gigabit Ethermet wuu SFP $1uaulitiasndt 1 wadw
fvenieaud (RAM) vismbefudeyauuunelu (ntemal Storage) Litfaundn 1 GB
A1I0T3TUMHILNUY IPV6 19

AtuAYUMIYIN VLAN

atfuayuni1sin Web Proxy %39 Filter Based Selection

atuayunisvin SSL wio SSTP VPN

atiuayun1vn IPSec VPN wuu DES Encryption 56-bit, 3DES Encryption 168-bit,
AES encryption 128, 192 uas 256-bit
auuayun1sh L2TP VPN vi3a PPTP VPN
fwosn USB litauni 1 wosn 9158930 3G Modem %39 Storage Device w3 GPS
Module
seafuntauiumisianisgunanisinug SNMP 16
seaTunIuiusianmsaunsaleing Serial Port wuu RJ45 14



o

LBRATTwLY 1

TwasdunnuanyLsany (Specification) 1-2

213

214
215

ananInIvsTanIsuazUTuLsieen Configure #73 Tuguluu Telnet, SSH
waz Web - based Interface Hf

limsfusaawmsgiuues CE Juathalisy

i}uﬂmmqmmwﬂmhm Rack 1MW 3g1UuUA 19 il

o o P - ? wre W a ﬁ
3. WATDIADUN LMD ILATIE DIUIU 1 1RTDY ﬂﬂmﬁuumﬂ”ﬂuaﬂﬂﬂ

31
3.2

33
34

35
36
5.1

4. gunsnldm
4.1
4.2
4.3

4.4
4.5

4.6
4.7
4.8
4.9

4.10
4.11
a.12
4.13

4.14

mna (CASE) silmUsgnauidng Rack Mount 19" wun 1U

fivinuszasanais (CPU) wuu Quad Core Winealulaiiuiia Xeon vi3afniiuayil
A dyneantinlivesnii 2.4 GHz Swuadlitesnin 1 wie

iivmneaudmin (RAM) wlia ECC DDR3 viainiy fvunlitiounin 16 GB
fimdedaifiviays (Hard Disk) 9ilm SATA v3adnia Ganudsaulidoundy

7,200 sou/u¥ vwmauglidasndt 1 T8

atfuayunsiia Raid lalivesndn RAID 0, 1 waz 5

il DVD-Writer wuuFasamelu d19u 1 wing

fidondausossuuiaiot swuy 10/100/1000 Mbps. $hundliiiosndn 2 gos

L [T & el e v w v J"
mmmﬁwanawumwaﬂ (External Storage) 9147 1 1384 Hanauudoywuaunsll
AN {{:ASEJ ﬁumﬂivﬁammm Rack Mount 19" wus 2U
l.'LJuEg'dnimmﬂuwauaﬂnﬂﬁmaummm NAS {Network Attached Storage)
fimingusswasanais (CPU) wuu Dual Core Wifnii wazlinnniadnyy i
litaunin 1.8 GHz Swwliitiasnin 1 vuqe
Tuusarnud1van (RAM) sumliitesd) 1 GB
_i‘] Hot-Swappable Bay lng594%u Hard Disk Drive 91179 2 TB WUU SATA-I
leenan 8 Wi
wmaﬁmmwm‘;ﬁ (Hard Disk) wiimn SATA vw38dn1n wws‘ﬂ’amluuaaﬂﬂ 16 TB
u‘naﬁﬁ’miumawa wila Universal Serial Bus 2.0 o8nauae 4 994
{l Flash Memory Augliitiosning1 512 MB
a11136vn Sinele Disk, JBOD,RAID 0/1/5/6/5+hot spare/6 Hot spare
sesfunisdewdafupaufiamednulfissunuifing Microsoft Windows 2000,
Windows XP, Windows Vista (32/64-bit), Windows 7 (32/64-hit), Windows Server
2003/2008, Apple Mac 05 X uag Linux&UNIX
3945UNTIANTUIMITIEUUNIY Web Browser
i Network Interface spe5unisidiounisanundr 10/100/1000 Mbps. Tneiitasiu
WuU RJ-45 atalan 2 989
spasuluslmmaauuy CIFS/SMB, AFP (3.2), NFS (V3), HTTP, HTTPS, SMSC, iSCSH
SNMP, SMTP was FTP ladluaenatiae

{1 Power Supply WU Redundant Power Supply %38 Hot Swap 97wy 2 e
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L] =Y o =t ar =) ' Al =’.I'
5. qunsnl VPN Gateway $1u3u 2 a%es AndainsumstatyBavnsel Snuaudiodaetionds]

i 12
52
5.3
5.4

59
5.6.
i
5.8.
5.9.
5.10.
5.11.
512,
513,
5.14,

5.15.

finomiausain3ationuy 10/100/1000 Base-T $muavliitounia 8 o
sesfunoindousordattouuy 1 Gigabit Ethernet wuu SFP frlivioundt 1 wadn
fruwaniemud RAM) viomiafudoyanielu (ntemal Storage) Biviaand 1 68
A11738%17 VPN IPSec wuu DES encryption 56-bit, 3DES encryption 168-bit, AES
Encryption 128, 192 uax 256-hit

A130%7 SSL W39 SSTP VPN

#11730%7 L2TP VPN

a1u730¥ PPTP VPN

a1un50vi1 Routing 19iuA RIP, OSPF way BGP protocols 16
asnuimsIanIaUnseiislvsinaea SNMP 16

annsaldnumumsgiu IEEE 802.1q 1
anunsaRsrnauasgUnsaifelustanea NTP w3s SNTP 16
ansnuIvITIAMIgUnIsiiu SSH, Telnet wag Console 16

2103845 IIILLL IPV6 T

aunsnldan Virtual Router Redundancy Protocol (VRRP) HSRP 38 HSRP

(Hot Standby Router Protocol) 1a ;

qunseiFasfnsanelug Rack smsg g 19 Fald
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6. gunsninszMedyguBumefiinuuuliane (Wireless) S1uau 88 13es Tnufndanidriney
avaolieyBamnsndil 1- 10 $1u 10 1wdes duinnumsrednyFmnsaingammmuns S1ou 1 AR0s
nosirfumsaeuUyBaugsol S1uau 1 eea uazdninnuasaeyFaunsainndavia $1uau 76 wdes
finuaaiAogneion fail
6.1  3933UNEBLFEHIU Interface WUU Gigabit Ethemet w38 USB w32 Wireless 802.11n
Ethernet Port 771137 10/100/1000 Mbps. Trail Interface uuuu RI-45
Fuuhivesnd 5 Port
6.2 Huuamhuanud (RAM) viamhofuteyawuaely (ntemal Storage)
laivfaunin 128 MB .
6.3  guniniainsniu-delayaiidiumnd 2.4 GHz ANINVIURNNIRTE Y IEEE
802.11 b/e/n i luse oy
6.4  advayunisitsiadeyauuy WPA-PSK wia wrA2-PsK iuatiatios
6.5 auuayun VLAN

6.6 atuayuniI SSL w3a SSTP VPN

6.7 AuuayunI5Y IPSec VPN wuy DES encryption 56-bit, 3DES Encryption 168-bit,
AES Encryption 128, 192 uas 256-bit

6.8 a@duayumsvin L2TP VPN

6.9 auuayun1syin PPTP VPN

6.10 fiwain USB liosnit 1 wosm 7159430 3G modem vis storage Device %38
GPS Module

6.11 3835umsuimsinnisgunsalrity SNMP 1a

6.12 auninuinisdnnsuazUiuusiad Configure #1aq Tuguuuu Telnet vi3s SSH
Y38 Web-based Interface 16

6.13 Tinmsiusaarmsgues CE uas FCC Juagration

7. qunsainasvsdiygn (Access Switch) $1uau 2 e Tufndsiinsunsasdnyawnsnidaunans
uazdliuinis fipuantfodralon dail
7.1 Wugunsal Switch Aillmmanunsalunisi Layer 218
7.2 i Raw Switching Capacity ¥39 Switching Bandwidth 32 Switching Fabric
oEtiay 30 Gbps. Uail Forwarding Rate aghsfon 30 Mbps,
7.3 3933UA1 MAC Address lisinnd1 8,000 Entries
7.4 5993UA7 VLAN lalsindn 255 VLAN IDs
7.5 awnsadedn Jumbo Frames 18liisfnin 9,000 Bytes.
7.6 finiinadn 10/100/1000 Base-T atarion 24 Ports
7.7 fesgunsi Spanning Tree 1dun IEEE 802.10, IEEE 802.1s, IEEE 802.1w

way PVRST+ %38 VSTP (VLAN Spanning Tree Protocols)
7.8 3933UN15¥ Port Mirrar ¥3a Switched Port Analyzer (SPAN)
7.9  awnsny Unidirectional Link Detection Protocol 168
7.10 amwsesii Link Aggregation
7.11 @175y [ LOP w3s LLDP-MED ¥38 CDP 16
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;o £=3 LT i ¥ g
7.12 soailUslmmealunisuivisinnig dadsluil

7.12.1 @wnsaly SNMPv1, SNMPv2 uay SNMPY3 1a

7.12.2 awninld RMON 14
713 awnsesanasng NTP 18
714 d@nnsouimsdamsgunsalaing SSH, Telnet way Console 6t
7.15  flunauasgiu ansofinsaldly Rack 19

v w = v = o a ¥ d w
8. niaslnsiimizeesUnuiineovs uuuyuuesasil wiouedeatuiin Tavhnasiinsunsaatyd

dvinsnidaunana

) “ L L] Afin ] g
8.1 nia42995Un wuuyLsAsH Suauedrelion 3 ndes SiamaudRotraios fail

8.1.1
8.1.2
813
8.1.4
8.1.5

8.1.6

817

8.1.8
8.19

WuniioaesUnuiln IP/Network Camera iiasadeyumsunanmuuyasi
i uauiBunuaindasiaud 1920 x 1080 vie 2 Megapixel ZulU v3odnh
annsauananIwliianaratusasnansdy (Day/Night Carnera)

fi58UUMT Scan AWMUV Progressive Scan w3afnt
flimunashiunmlaifasndy 172 £ wiia CMOS w3e MS wia CCD wisfini
wisuaudaylusindes

aunsnmamuazSeavasam Buensatuls uazansoddnyuninle
fi 25Fps wi3adinin

fimniluasiesga liunanit 0.5 LUX dwiunsuansnind (Day Mode) uas
liinnndn 0.050 LUX dmdunisuananimensh (Night Mode)
annsnnssiuaranadaulwidnluldi (Motion Detection) 16
annanddyganmlanitumgiu H.264 Wusdialay

8.1.10 ansslianlusinaea (Protocol) TCR/IP 893y IPvd Iaiilussasiay
8.1.11 fivpndausassuuiaiotis (Network Interface) LUt 10/100Mbps. W3gfinT

wazansnviulAnILIRSEIY IEEE 802.3af w38 IEEE 802.3at (Power over
Ethernet) Tudoaiuafuld

8.1.12 awnsaldaiunnsgiu HTTP, HTTPS, NTP latlusg oy
8.1.13 dndalaumsgiu IP66 wiainin
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8.2 wiaaufinnmuuuidneasualiifosndn 3 dos Snuaudfedration dil

8.2.1 Wugunsal (Hardware Appliance) flaanuuusifianisviinuuasssuutuiinain
naaaensUalauanis

8.22 saviunstudanmlaennigiu H.264 wisiini

8.23 fwesmiaudamdatiowuy 10/100Mbps.1audl Interface Wuwuu RJ-45 was
annsaiinulaniuunsgu IEEE 802.3af w3a IEEE 802.3at (Power over
Ethernet) Tudoadisaiuld S1urulieendt 3 veq

8.2.4 a’m*l'aﬂﬁ'uﬁnmwl.l.ﬁﬂf‘iam'.-'iLﬁauarﬂama'ﬁ'ﬂ‘nuanﬁumamwwg&a#ﬁiﬁaan*ﬁ
1024x768 Pixel

8.2.5 iwain USB liviaunit 1 wodn

8.2.6 iivheiniiudaya (Hard Disk) wiia SATA mmqlivesni 1 T8 wazawnsn
s043uldgean 6 T8 \uedradon

8.2.7 feadgynnmnimuuu HOM Tidfosndn 1 doadya waswuy VoA litiound
1 dosdryey e

828 awnsoliyuiuinsgiu HTTP, HTTPS, NTP 1Hilustatay

(T
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o w =] -
dedmunisendoulssiuguiuanivavutoyrdumediinluyszima

1 N'i‘l.l“-i]ﬂmﬂ«ﬁ]ﬁﬂﬂﬂ‘iL'HE!!JIEJéﬂ‘l_lﬂ‘uE.IMﬂr‘lL‘IJEE;'L.ITIE)!JE‘IEI'LJL“HEI‘SWE‘H’ILI'L'L.LU‘E”LHﬁ
lidaundt 6 Gbps. lay Jfﬂ"l'il.'ﬂ“a;ﬂadﬂUt‘-ﬂHU’if‘l‘l'iF"LJLILLﬁmL'ﬁEm‘TJEIL’EShLM’tJ'iLU‘FI'E)EJ“ﬁUEh 3 51
warlivumammdusiasnduna lieendh 2 Gops,

2, H'i‘l..li]’N'T‘EJdil'ﬂ'lr“ﬂd'-'.]'EL'HErlI'IEJ~1I.Lﬂul.'tl'E]lJWEJEF‘!AL‘r’I‘EJ'iLU”‘ILﬁEJEIEJﬂW"Id't.l’i“‘l“r’l"'itﬂﬁldmﬁ‘l_l'iﬂ’]‘i
muludszmaliiviosnin 240 Mbps. Tﬂa;mﬁL-i:iaﬂmﬂmﬂﬂmmﬂﬂiwwaamama 2 590 uas
fnnaanasusasduns lidasnd 120 Mbps,

v H";i'IJ‘{I"IW‘IEMI.!.E‘lNLLN'uHdLLE‘IwﬂQLEZIﬂﬂ’}‘iﬂ“l'ii“diﬂ!J':ﬂEJIﬂ‘iﬁr“IEI'EJMLHEJ‘ELUF“?UH'}']deﬁHU‘Eﬂﬁ
mude 1 - 2 wiluiuiduenais
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LONATTILUY 3
PRUNRA NI UN TN SEuUBumaditn 3.1

vauaaniunisiuinisssuuiumasiin

g

L #3 51»35*'&14?%11%551%“1'a'ﬂumaﬂummﬂwmwumﬁavnm il

1.1 Wivinsduwedidomsavdn lneilvamdunsdousislulszma (Domestic Bandwidth)
fanmudlitesnin 100 Mops. wariirruialumsdeusedumosidasissama (Intermational
Bandwidth) ﬂﬂﬁm‘iﬂlmi]tﬂ‘ﬂ 35 Mbps. 9749 1 kA eulAsiueEulpuniuas

1.2 Fasansasdiseafisliuinmsumeiitn Sufiuasswidumesitn wu FTTx wiesndi
fau§lunisiu - detiayaliiiaandindy 500 Mbps./500 Mbps.

Tﬂwwaﬂﬁaau.aﬂaunumLLa.,siamnaﬁmﬂﬂauma'[n‘swwivmwaﬂnm
nsunsrodiydamnsniiuqunsnigliusnissumetidadendvimato 1.1 - 1.2 ilufuiiduenans
2. giuiesiavnestassdedulowiniuas Tnodliuinnestasstoduloniniue 9o 1.1
uaz2395d139909 1.2 1 F‘E:ﬂ!uﬂhﬂﬂm_l‘imi‘ﬂaL'ﬂE.I"m‘u TnofFudradiosszylauazduandaisvos
gluinismude 1.1 uas 4 1.2 Fanaraarlufuiiduienans
3, q‘immmﬂmmmNﬂﬂﬁ'ﬁq'tHElLauT,Hun’:mLma Tnugliuimsnastassiedulowiniues smude 1.1
uaEITILENAITLUL 4 9 1.1 uasie 1.2 '-:uﬁ*m“l.mwtﬁvmﬂ’ﬁ‘imfﬂmnu InagFudnsdosssy
%‘aua"damﬂmwaqrﬁ‘lwmnﬁmuﬁﬂ 1.1 uazluonansuuy 4 4o 1.1 uaz $0 1.2 Fendraanly
1u'ﬂtl‘l..lmﬂﬂ’1"a'
4. dienanste 1.1 fgmildannsaldauld wimsldombuveiinaedoaasaldiests 1.2 14
Tnoawlulii
5. dienaeste 1.1 way 1.2 dtlguliannsaldould uimslieudumeidnesdomunicldis
luenasuuy 4 9o 1.1 Buresdrsadldlandnlu
6. Wonwsd 1.1, 1.2 vazaesstuenarsiuu 4 9o 1.1 familiannsalionls meldmdumedin
AvsAwsnlinTluenasuuu 4 9o 1.2 Wursdrsesldlaodnludi
7. fiiuinerasionn Public Address iy IPva Wurnsumsaetayfavnas Saulitesnds 128 P
Address 97UaU 1 47 warinu 16 1P Address S 1 qn Imu.mﬂu'qml:naamwmumwrsmmmﬂu
wazroilinglu Subnet YUt 24 Bits L'?‘IE.I'}FI'LJ.
8. m‘umawawmm Public Address 7y IPv6 Turnsumsastyfannsel w1 7m d1MIUTDIY
Q'LIr‘ﬁmE,FﬁEI'i‘J"IEJLLﬁ“Lﬂ‘SEI«'IF}.EJJH‘]LF‘ﬂ‘ELLN'U’ib
9, u'ium«maqmmum'sr-mI;nqu.a.,wqmaﬂmmuﬂiamuwmawmﬂﬁammaumanummaqmmm’m’uzw
avnsel laelihansiedstedumesidminuldludnuons Hctlvwbtaﬂdb}-‘ 18 4 - 6 Tasfssuuiaiotoe
Sumpdidnnsunmedafavnsaifiaannsldan Public Address sad 7 IEuund )
10. g3udnasiasdigunsel Router AilaniautFananaisuuy 1 4o 1 uwdernsste 1 uay wxdasds
Agunsailannsaldnu IPvd way IPv6 Protocol 18
11. N‘mmaﬂmmmrrqaﬂﬂicﬁmﬁ"mﬂﬁmﬁuﬂm (Access Switch) 7ifln AEUALUF muanaswuy 1 98 7 uay
l;r*qmauﬂim"lvam’i'm‘['mw'ﬂuﬂuatlﬂ'sfu Router ‘ﬂuﬂmaﬁuﬁﬁ FIEAAISWLL 1 98 1 1n
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WENATSLUY 4
taumAiunIsiMuSn1sseuy VPN 4-1
voulnfniun1s Mu3n155EuU VPN

L i L

Tu'-a".aI;naqﬁmwrsqi]'55zlaﬁﬁuma_il.ﬁmurfﬂwmﬂﬂ‘m%ﬁnnmi wail
. 1.1 WiusmsBumeiidmans? 1 Taedimudlumsdeusslulssma (Domestic Bandwidth)
#railiiiaendy 100 Mbps. 91U 1 9993 dndesstredulowiuas
) 1.2 bivimsBumasditimansit 2 Taesimnudalunsdausialuysema (Domestic Bandwidth)
firnadrlidaends 70 Mbps. $1uau 1 2995 dndlasetoduloninisag Tnugfudedasuanauay
elqLaﬂa'ﬁuﬁuﬁqﬂ'wtﬂamia'i.ﬁﬂ-u'w*ssndwaqﬂnscﬁnmmwﬁm%aunnﬁﬁ’uqﬂniﬂi IBATERE
dumadiindsnarnluiuiiduondars (mude 1.1- 1.2)
2. fFivvwisadanuasindnnsidumedidnundninnusntadavnse# 1 - 10 disheess
Urydavinsalnjannamiuag nasfidunisaoudydavnsel wazdinaun ity iavnsaindania
WU 88 Wia uenaITuLIL 8 mail

2.1 1wvairdumeiilioguy FTx  wiedinda fillannudalunisiy - dsfayalidosnds
500 Mbps./500 Mbps. 1fueasii 1 _

2.2 avsvinBumeiilianuu FITx  wisfindy filennudalunissu - defeyalitosnds
100 Mbps./100 Mbps. (Hure937 2 Iﬂﬂﬁ%’uﬁwﬁamamuaaﬂaLﬂﬂﬂ'ﬁ‘iuhuﬁqm':Li'fauﬁa'l:ﬁ‘sﬂhﬂ
Tmdgunsninsun s Uy daunsaldvglduinisdumesiindenaraunlutuiiiwenans
(mude 2.1 - 2.2)
3. giiuviwasdamansiiiduvediln lnefliuininasiddumedidade 2.1 uasds 2.2 Wi
Lituliinsmeduaiu suenansuuy 8 TnegFudredosss Fouazdauanarsvosglituins
Auta 2.1 uazda 2.2 uazuonpdasdninaru awienarsuuy 8 deanarianluiuiiduenans
4. givindeadniiunisuiuiuanudBumadidn mude 2.1 uardo 2.2 vudl Wesunsaudn
ghauimsdumediin Iitnnsufufivanudsymesuial Tngdiulinienuvaansunsidyd
aunsed szenansuuy 8 TasliAndAlddela q visdu
5, 'luﬂ'irﬁﬁn'::ul:n'ﬂ'ﬂﬂ’rﬁayﬂsm’lﬁ'ﬁ1miﬁ’mﬁcﬁ’wﬂwﬂwmﬂmmswﬁ’rﬁﬁmnwj ANUBNATIULL 8
Aiuvdasiiiiumsandsesdidumefiianude 2 ndorfussuu VPN wasssuudaliu Log
WiEuuSor Inglifnaldd1ely 9 minnsumsrady@annsal
6. giuinadasdiumsfanssuuinfivioyassimmnauiomois sy svlygiinde
nnssyiiRudaiisIfunoufnmed (aiui2) w.a. 2560 $1UIu 1 590U (Centralized  Log)
foadmiiuiatayanines (Traffic Log) uwasdayadld (Authentication Log) osgUnsnintely
‘Lj1..;"]Ejﬁﬂj‘lilmﬂ'iumqﬁﬁm%ﬂ‘kiﬂ‘iii AISLDNATULY Blilmjllﬁag:r*fvﬁ@’%’yﬁiﬁﬁh@ﬁtaw EELORERER
daanunnussnaufiamavesivin lagunseliiiiidaniudeyacsfadinemtifmmanaisuuy 1
{93 -4 Tushnisdoudesewinegunssinquianansuuy 1 4e 2 viiaslaiviisueninsunsIayd
AvnInd ANUBNATITLLY 8 ﬁ’uqﬂﬂsfﬂﬁﬁmﬁaﬁﬂmuﬂwnmﬁqmwaaﬁﬁfﬂq Tngrumeglrusns
dumadilin mudas 2 Insgfuirwiouanmdngiugudne wangidnnuarliuIiegunsa
mananatawuy 1 9o 3 - 4 uasdudoniimsdaeutoya Log Ananaualiiunsussodd
avnsnl Wuswiau viadiensunsiatydannsal %’mwaw‘%a&.ﬁaﬁuaﬂﬁ’mrp wazg{SUTBILERAY
uHuﬁqLmﬁfau:aﬂa'ﬁn*!‘inﬁauﬁa'Eﬁwhmquﬁﬂmiﬁaﬂfiﬂm'lui‘wﬂumﬂaﬁ
7. fivieinailuasiingaguninl Router Miflamaut® suanarsuuy 1 4a 1 umdounsnsde 1
8. fiviwieaiiuariinniqunanl VPN Gateway ilnpann® muanansuuy 1 4o 5 Thfunsumsas
Unyiavnsel

1.

el

B




- 98 -

anaisuuy 4
YRURANLUATTIMUSAISIEUY VPN 4-2

1 mumwaam VPN WUy SSTP w38 L2TP w39 IPSec wazil Encryption \{u 3DES w32 MPPE 128
Encryption  viafind ieanulasadslunisiu- ﬂ<i=uauaiumwmuqmﬂmﬂmﬂﬂwcu'uamﬂ‘im
$1u7u 88 uvia penansuu 8 Tnsdugunsalitmadiuiiedon FallquaudAnuenatsuuy 1
49 2 fugunsalAunie VPN Gateway misienalsuuu 1 4a 5 Tmam'ummamamuwummmawa
lasate sewingunseimitanuvansunsaavydavnsal $1utu 88 uva miuanaisuuy 8 iy
Eﬂ_lrﬁrﬂua'mnmwaanmmwﬂ’ﬂﬁaﬂﬂﬁﬂi Tnerumnagliuinsduwvaiin mute 2 wisuh VAN
WUU SSTP i3a L2TP %39 IPSec waxil Encryption mu 3DES W38 MPPE-128 encryption ¥3afinin
TougFudredoanauazdusnasuwsuismadousslasstsuazgunsaifndunuiuiiguenans
10. fgivdndesdamnsiasaiiadulouiniuas Ineglivimseesiasiodulowiniuag
8 1.1 uaz 99 1.2 Ingnsesmmanatsuuy 3 da 1.1 sefarlduglivinislasstradulondniuas
FIULANINY

11, Wgranste 1.1 f0gmiliawnsoldenld winsldauszuu ven  desansalirsesde 1.2
Wursesdrsodldlagdnlulia

12. \fiprea3te 1.1 uas 4o 1.2 Igmliannaaldauld wnslinussu veN - Fesaiunin
THasmuanaisuuy 3 49 1.1 Wusesdsadldlaosnlula

13, 119919590 1.1 uaz 98 1.2 Tapresamenarsiuu 3 98 1.1 Hgmildausoldaouls
wAn 5l usEUL VPN ﬁaéam"I‘:n'iﬁwwsmmt.ana"ﬁuuu 3 fin 1.2 Wwwsdsedalandnluin

10, §udradasdnm Public Address ity IPva Turnsumsiatydavnsalsnavlitesnd 16 P
Address $1 1 L T.'ﬂf_l'ﬂildLUum!J"lblﬁ'ﬁ‘.lﬂL'iﬂdﬁ“ﬁﬂUﬂu

15, ffiuddaviuiiunsing Uq'ﬁu‘:i‘ldﬂ"lE!‘LJF'I‘i‘llLFﬁ‘iE}‘?.!"IEI“r'IL“U'ﬂijﬂﬂl‘dﬂ'}ﬂ’lhlﬁﬁhﬁﬂwmu Load Sharing
wuu Active/Active uay Fully Redundant 5sv119233570 1.1 waz 1.2 1a

16. Q’%’ui”n-ﬁaqﬁmﬁuﬂﬁﬁmﬁﬁq uazssrgunsniTatefdousaliineldludnume Active/Standby
49 11 - 13 Tnefiszuu VPN sipaansnsnlian Public Address muda 16 Taduund

17. m‘uiﬂwaq'-zﬂmiumwwmaawmﬁmnammﬂxum-uavnsruﬂ 1 - 10 wardinaunsIoUed
avnIninniavin 91U 1 T8UY ﬁ:MLUu'qUn‘smmmdwmwmm'lu lnsilquauifnimanalsuuy 1
1o 2 warlihevsidumeiilaluenaisuiuy 3 =ua 1. 2Imummmﬂﬂiumiummawnm

18. t'iwwmaqmmwamlnﬁm VPN Router ilanant smuenaisuuy 1 o 2 niaunsasde 2
WAVLIEATUTEIN UM TIN YTEVNSEl AIULENAITULIL 8

19. lunseiiifiddnaunsratadavnsnid 1 - 10 LLﬁwﬂ’I=‘1.Jﬂ=~1’I'Llfﬂ‘iﬁllfg‘tfﬂt-*r‘l‘imﬂﬂi]-m"l"liﬂﬂﬂ"lﬂﬁ
v §3uiafoatavngunsal VPN Router filisiautid AMDAAIIWIY 1 99 2 uariindeeig
Sumaiiin nenaIswuy 4 o 2 'Emm"tmmm‘[wm’[m 1 ﬂaau

20. N‘mmqrraammumwwuaummaﬂn'ﬁmmﬂmwLﬁmma VPN Tibihaleludnues Load
Sharing WuU Active/Active uas Fully Redundant ‘i”WJ"lﬂL*‘l'im VPN Gateway ‘ﬂ& 2 ®7 fU VPN
Router wawtisauvansunsiavgdavnsel 9wu 88 dninnu auenaisuu 8 lauluantisund
Trdninnuasetyfavnselddui 1 - 40 Woudla VPN Gateway #77 1 wazdninaumsindnyd
avnsaigidud 45 - 88 (Housda VPN Gateway il 2 dilunsdl VPN Gateway 9t 1 fitlym
drinruaedylavnanidud 1 - 44 desannindonsa VPN Gateway ¥ 2 lilnednlusld
winuasoldauliatwales walunsdl VPN Gateway #i 2 fitlyw drdnanursialndavnio]
AU a5 — 88 Feannsaidouse VPN Gateway 597 1 1laedilisl® wasansoldanliedwaiiios
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wouUmAIuN T UInIsSEUL VPN 4.3

21 mumammmmmua Mmaﬂmmﬂi sedgyyindumesilnuuuliane (Wireless)
wqmaamm AIULBNATITUUL 1 9D 6 mﬂwmaﬁwmﬂ‘:msuwrﬁaﬂﬂm 11147U 88 d1vinany
FIUaNAISLYY 8

22, TurﬁEﬁﬁ@’%’U'-if']w’fmﬁ'nﬂum*sﬂ%‘utﬁ'umwm%‘ﬁuma%nﬁwwma 4 dnsuiuiiiinaviligunsel
Limunsahouldifuuseaniam & n*suwmaammun'ﬁtUauquﬂmiqus ansnaw
Haaty r.Lﬁna»ﬁummmunummmaumuﬂumﬂm:mu'[vuma rdinaitiinsusudivanugs
Bumadiln aenasuwuy 8 Tasllindidsaela 1 Yady
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ToimunAudnunzueanisiunng 5-1

Tomungadnumzvainsiiuing

1 mumnwmﬁ‘[mLirmmﬂawauunﬁ'lwm (Customer Support) Tmﬂﬂsumﬂum'ﬂaﬁﬂ'sm
Eﬁll"I‘ij"i'Jw!’UE‘g'!r“'ﬂ‘ur"I"IEi‘ﬁﬂ"Iu‘iu'UULF‘I‘EE]'U’iE.Ir‘l1..H‘l"IW:J’Iﬂlﬁ‘dﬂﬁﬂlﬂﬂﬂﬂﬂﬁﬂﬂ‘iﬁﬁﬂ nsdliitAn
ﬂ'l'E‘LI'MJ‘E]Q‘H‘iEt‘i‘.l’i‘{ﬂUﬂTf";TENi]thﬂ"lu’l‘iﬂ'l‘M"ruIﬂ m'ua’m~maammumsmiﬂaﬂuuauuﬁ’lw
mcqmwmlwasﬁuamw'lwmlmmuﬂnm lovfitmunsseznm il
1.1 Usmsduyesihn
1.1.1 Tunasroms (08.30 w. - 16.30 w.) Moty 2 9w Wnetudusiunaiilesy
wdanalnsdvdt Linnsdifndamfiiitvagiatas
- Walgyiasatsdumeitinasemn danaliliannseldaudume s
mavseele
- \ietgmieSstieBumafiinnelulsewe dwalybiannsoldanudumesits
melulsznels
1.1.2 '['LJL’.Iﬁ"r‘i"I‘ﬂﬂ']‘i (08.30 . - 16.30 u) mely 4 Falus Tnenfudaus Suanileduuds
walnsdnyd Dnnsdifedgwidethiivagation
- Wadgmiiugunsal Router vo11ssietatneBumaiiin
- mm{]zyu“1ﬁu:-Jﬂﬂim"iﬂﬂmmau'lmmwmawmﬁlwsﬂﬁ
L13 uaniia1swms uazfuvgmindmgng niely 8 4l Taenfustaun Tunaniilésy
WIS Anv
1.2 u3nsssuu VPN
1.2.1 hsesaidunansldannsaldauls
1.2.1.1 Tua1571913 (08.30 . - 1630 w) ey 2 $9lu Tnutfusausiuna
fAlasuudamalnsdng vnnsiiistiguisailifuagaaron
: Lﬂm{]sw'1rrum‘smmaumaﬂuwmaiumvmwuaﬂwmﬂiwm
Bumedilnitesit 1 luwenarsuuy 4 s 1.1
- mﬂﬂrngnumsamﬂaumwummulumuwmamwﬂwm
Bumoiingsesit 2 luenansuwy 4 40 1.2
1.2.1.2 lunarsioms (08.30 . - 16.30 u.) meTu 4 2lus Teeud s Yuran
fldtundandnsd ninnsehfintymdaiifiuagaton
: Lﬂﬂ{]rg‘ld']ﬂUﬂLﬂ‘im Router vansieSaTedumedddsluenansuuy 4
99 1.1 waz 19 1.2
. m%wwnuaﬂﬂwﬂﬂmwmuhm niwamaliuims lusnatswy
49 1.1 waz 49 1.2
L2 13 vennasmmisuaziuvyatdndngnd nelu 8 $alue Tnedfudaus funan
Flgsuudamalvsdny
122 ﬁ'"r:w‘il.‘ij'wamu'ma‘mwamimﬂwmﬁvnm 'ﬁ'u'm 88 anﬂu
Panenansuuy 8 hiswnsoldenld sefoviiiumsudlylyduing nely 2 Fu tus st Yunazinandl

lAsuuds Tnes mﬂﬁ?‘mw dadniiunis uilvudnass seaudalinisnaumsindyfavnsaingay
Tnemalnsdvy w3 E - mail

G /(/f
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2, 'lun'srﬁn"m%'a;ur-*lE]5uma*ﬂﬁmwmmmwﬁfﬁaﬂmoj ANULBNATILUY 3 99 1 uasianalsuuy 4
19 1 Liannsolyusaislg Q’%Uﬁ'wﬁmﬁqﬁmwmﬁ’uuﬁéﬂzymﬁ%’aun'ﬁuﬁlﬂ‘[ﬁnmmwﬁm%
avnaad NIIUNNATI N13 E-mail 5
3 Tuﬂirﬁﬁﬁﬂ’ﬁanLﬁﬂawﬁ‘q;ruw.:ﬁunmﬂﬁmﬁﬁﬁﬂ%’ﬂmmwmﬁmagﬁm Saludani] (muneds
AT NYLAUMLL) n"fluﬁ"r'l%'ihaﬁai’uﬁ’m"mm'mﬁ‘oﬁawﬂ'ssdu‘flué"ﬁﬁauﬁﬁ Wimedygrudumeiiiia
Ldulani pj%‘uﬁweﬁ'mﬁwtl]’qﬁmL{‘aﬂ‘smiwﬁm’&ﬁHgsrﬁ wardninaunsisdgdaunsgity q
Winsumnass fudedriudaiianldsssnarnaniy AviaiassaealiefiAniuliiy
dninaunsindyfannsaity
4. gividnadalilszuuissuaniuynisTuwy Web Online Wa¥AMIINATITADUYT U0
Traffic  fildudumesidn  sruenansuuy 3 40 1 wazvauwanniiunisiwuiansszuu veN
PIUBNAITULY 4 'ﬁapl nazda 2 oy Web  Browser masATzazalfuInisagiaoy
TIWPIUADIUTENDURTY

4.1 Juniviuamanuzuas s iivaimsldoumurudive Incorning Traffic wax Outgoing
Traffic #finsldvureasiardalu Yu dUsmi uaziiow FmnoFungdeundiidlitioonts 12 ey

42 Spnuaaiivinedayasiotu musasiuiidmusldnasnsseznanislsuings

4.3 MUNUAARNAYDY CPU, Memory uay VPN Connection  #1u9295ufidimusle
naonTELEIaNITIUSNTS _
5. giuvwipsdalilssuusseuamusnsl iy Web Online LazdanIanTIRaeVSINN Packet il4
NUBUWBIIREI Web Browser maonTEyLIATAlEUINMIeg TR wLEDIUsTnaudae

5.1 uamalsznm Protocol wasgUnsal Router, VPN Router k@ VPN Gateway voalazanasil
lnvannsousnuanuiy Application, IP Address s (Source P Address), IP Uaiuwa (Destination
IP Address) uasgwueay IP (IP Address Conversation) Tneausaiungdounddls bitesndn 6 oy

5.2 Munuaunsldnuaiate Taslideya madio 5.1 H11ma £ - mail sugaaami e
Luu B luliAld saensvezanislyuing

53 "-z”ﬂﬁ"ﬁwﬁugﬂﬂﬁﬁuﬂman"iﬁ‘ir'q'mmum’lm%‘wm Incarning Traffic uaz Outgoing
raffic vosgunsalmuienatsuwu 1 9o 2 TasaunsouansU3inunisidm LLREE L ETE
Tu &Vandf wasideu Seannsndengfouvddldhivasni 12 iy

5.4 mdrvagldaiu mute 5.3 Wngannsadmuednfldnuwsiazdiinauldasnse
inGengldifusiegunsaiveusiasdinguly

5.5 WMWY Protocol 1asgUnsal aenansuuLing 1 46 2 Tuguuuu
1L AJUUINS (Executive Report) Tavannsatanimaneias 1P Address FUNILDUAAE
d1Unau, Application warvisienas 1P Address Yangyng VUIRIMETUYINBIAY IP Address fiumng
Atlslianngegaluyvaneas P Address #innsléiminiosan Tnesdosdsssmuyssdian
Winsunsaatigdannsed BRI B LR TR R ST e

5.6 ﬁ’ﬁﬁ’mmwuam&ﬁmmmsﬁawmqmﬁﬁuma%nﬁ:ﬂ'ﬂaaﬁ".ﬁﬂhu-m*mﬁfgﬁﬁvmaﬂﬁ 1-10
dninawssiatyfaunseingaummamuas nasmRunsasuTydaunsal wazdinaun s alyd
aunsaiyndavin S 88 wiamuonansuuu 4 4 2 higUuuuswauagUiuivs (Executive Report)

'iﬂm‘-zﬁ’ma'»a‘swuawuuﬁﬁ'rLﬁau'tﬁﬂmmwﬁaﬁawﬂiﬂi ARERTELEIRTEYLINTT LSS
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TormunRndnunzinshivingg 5-3

6. grUTIwBITam uagdpissuuLInsiansssiegldau (Authentication  System)  lauil
S G
AuANURDEaRE fail

6.1 aunsaliinmiuuy Web Online ialiannsavinsfigaifmuuwuy Web Authentication
wazglinuannsawdeusiasiu udh Web Authentication T4

6.2 :j‘?‘u%‘wﬁaaﬁﬂLlﬁ'uﬂ':ﬂﬂuﬁmﬁm%ﬂu%mﬂﬁmmﬁu'ﬁuqunirjmwutaﬂalﬁuuu 149 2
Wiszuuyimnsdanisnsdedldan (Authentication System) Fidmvilulasenst waslddasa
defuiuidninnunsintyfannsalldrusgi

6.3 ¢FuiipiaimetedlinuenmudiineunsatiyBaunse

6.4 fiuisinsdmisuuiwianeseTofléinu (Adthentication System) wuuAugna
lasmsfigaisimuvasgunanl maanarsuwuy 1 4 2 lnudaseundagudayalussuuinsinns
Tedaglda ) _

6.5 fsyuuudadiounuvdsdaanudu (sMs Alert) Tunssliigliimidiswariudmiussuy
vimsdnssisiedldnu (Authentication System)

6.6 mﬁmﬁuﬂﬁsﬁﬂ%mwmﬂ'ﬁ“uuﬂaﬁsuuu%mﬁﬁ’mmﬁw%:ﬂi’ﬂu (Authentication
Systern) @“i’w‘ﬁaﬁaaﬂ?mv‘hwwﬁmﬁmmﬁw%mﬂ'ﬁﬂu (Authentication Systern) d1584 1 38UU
Lﬁa'l*ﬁ'luﬂiﬂ‘iﬁﬁswu‘imﬁmﬂﬁiﬂﬁaﬁlﬁmu (Authentication System) vaniiUeywiliaunsaldany
19 waransoldnussuudsoddlas Saluii
7. giudasodalifiszuunenuanuemslénurasssuuiaetionuy Web Online waranunse
AvvasuanuzvesgUnashiaietieitldonluenarsuu 3 4o 1 uazienarsuuy ¢ §o 1 - 2
HIU Web Browser naaaszazinariiliuinissthaiasdeasenoudas
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